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(54) ELECTRONIC DOCUMENT SIGNATURE AND ITS DEVICE 

(57)AbstraGt: 

PURPOSE: To enable one or more than one members to carry out 
digital signa ture on an electronic document (document, drawing, 
image, etc.) by enciphering a selected ordinary signature by way of 
using a secret key. 

CONSTITUTION: A general information processing means 4 writes a 
one-way functional value, a post and a name, a document number, 
date and time and a message as ordinary signature. Thereafter, to 
make digital signature, an ordinary sentence is selected by an 
information partial selection means 6, and by using a secret key by 
enciphering means 7, the one-way functional value, the post and the 
name, the document number, the date and the time and the 
message are enciphered. By a binary display mode conversion 
means 9, the enciphered digital signature of binary mode is 
converted to display mode digital signature and it is confirmed on a 
display part of a screen and others. In case of receiving by a file 
receiving means 14. the display mode digital signature is converted 
to the binary digital signature by a screen display mode binary 
conversion means 10, the digital signature is decoded by a 
disclosing key by decoding means 8 and decoded to the ordinary 
signature. 
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[Claim(s)] 

[Claim 1] In the system by which one or more members perform a digital signature to an electronic filing document 
A general information processing means to fill in the signature of a plaintext in said electronic filing document, and 
an information partial selection means to choose the signature of said plaintext, The encryption means for 
enciphering said selected plaintext signature using a private key, and creating a digital signature, Electronic-filing- 
document signature equipment characterized by including a decryption means to choose said enciphered digital 
signature with said information partial selection means, and to decode to a plaintext signature using a public key. 
[Claim 2] Electronic-filing-document signature equipment characterized by including a general information 
processing means to enter the signature of a plaintext in an electronic filing document as said electronic filing 
document at another file in the system by which one or more members perform a digital signature, the encryption 
means for enciphering said plaintext signature using a private key, and creating a digital signature, and a means to 
append said enciphered digital signature to said electronic filing document. 

[Claim 3] Electronic-filing-document signature equipment characterized by including the binary display mode 
transformation means for displaying the digital signature of the enciphered binary mode on a display in the system 
by which one or more members perform a digital signature to an electronic filing document, and the display-mode- 
binary conversion means for changing said display-mode digital signature into a binary mode. 
[Claim 4] That with which one or more members, on the other hand, express tropism function value H (M), an 
affiliation name, or an affiliation name to an electronic filing document as a plaintext signature in the system which 
performs a digital signature, a publication number, electronicHlling-document signature equipment characterized by 
including a general information processing means to fill in days-and-months time of day. 
[Claim 5] Electronic-filing-document signature equipment characterized by including a general information 
processing means by which one or more members enter a message in an electronic filing document as a part of 
plaintext signature in the system which performs a digital signature. 

[Claim 6] In the system by which a pin center,large and two or more members constitute a network in the shape of 
a loop formation, and circulate electronic filing documents (a document, a drawing, image, etc.) The memory which 
builds in a control program, and a general information processing means to draw up an electronic filing document, 
The display which displays an electronic filing document, and a means to, calculate tropism function H (M) on the 
other hand, In the electronic-filing-document signature equipment possessing a means to encipher an information 
part, a means to decrypt an information part, a means to transmit a file and to transmit, a file receiving means, and a 
file preservation means A document addresser (or pin center,large) includes following (1) thru/or the procedure of 
(7) in the case of transmission of a document Each member A document addresser (or pin center,large) is the 
electronic-filing-document signature approach characterized by including following (1 5) thru/or the procedure of 
(1 9) in the case of reception of a document further including following (8) thru/or the procedure of (14). 
A document addresser's (or pin center.large) document submission operation. 

(1) The procedure which creates correspondence (a document, a drawing, image, etc.). 

(2) On the other hand, calculate tropism function value H (M), and it is a sending agency (pin center,large) as a 
display mode. Procedure of writing down the calculated value in a signature part (display). 

(3) Procedure of entering a sending agency affiliation name (or code), a publication number, days-and-months time 
of day, and a message in a sending agency (pin center,large) signature part further (display). 

(4) The procedure which enciphers a display-mode H(M) dispatch former affiliation name (or code), a publication 
number, days-and-months time of day, and a message (plaintext signature) with a private key, and creates a binary 
digital signature. 

(5) The procedure of changing a binary digital signature into a display-mode digital signature, and filling in a sending 
agency (pin center.large) signature part (display). 

(6) The procedure transmitted to the next member. 

(7) The procedure of saving a file. 
Actuation of each member. 

(8) The procedure of receiving display-mode digital office naming correspondence. 

(9) The procedure which changes a display-mode digital signature into a binary digital signature, and is decoded to a 
plaintext signature with a public key. 

(10) The procedure of checking a plaintext signature and checking H (M) being re-calculated and there being no 
modification in a document further. 
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(1 1) The procedure which enters H (M), an affiliation name (or code), a publication number, days-and-months time 
of day, and a message in the signature part of self (display), and creates a plaintext signature. 
(1 2) A plaintext signature is enciphered with a self private key, consider as a binary digital signature, change into a 
display-mode digital signature further, and fill in the signature part of self (display). Or procedure to append. 
(1 3) The procedure transmitted to the next member. 

(14) The procedure of saving a file. 

Document reception actuation of a document addresser (or pin center,large). 

(1 5) The procedure of receiving display-mode digital office naming correspondence. 

(16) The procedure which changes the display-mode digital signature of a sending agency (pin center.large) and all 
members into a binary digital signature, and is further decoded to a plaintext signature with a public key. 

(1 7) The procedure of checking a plaintext signature of a sending agency (pin centerjarge) and all members, and 
checking H (M) being re-calculated and there being no modification in a document 

(1 8) The procedure of saving a file. 

(1 9) The procedure of putting up all members' digital office naming correspondence to an electronic bulletin board (it 
being the multiple address to all members). 

[Claim 7] In the system by which a document addresser (or pin center.large) and two or more members constitute a 
network in the shape of a star, and circulate electronic filing documents (a document, a drawing, image, etc.) The 
memory which builds in a control program, and a general information processing means to draw up an electronic 
filing document. In the electronic-filing-document signature equipment possessing the display which displays an 
electronic filing document, a means to encipher an information part, a means to decrypt an information part, a 
means to transmit a file and to transmit, a file receiving means, and a file preservation means A document addresser 
(or pin center,large) includes following (20) thru/or the procedure of (26) in the case of transmission of a document 
Each member A document addresser (or pin center,large) is the electronic-filing-document signature approach 
characterized by including following (34) thru/or the procedure of (39) in the case of reception of a document 
further including following (27) thru/or the procedure of (33). 
Document transmitting actuation of a document addresser (or pin center.large). 

(20) The procedure which creates correspondence (a document, a drawing, image, etc.). 

(21) The procedure of asking for tropism function value H (M) on the other hand, considering as a display mode, and 
filling in a sending agency (pin center.large) signature part from Correspondence M (display). 

(22) Procedure of entering a sending agency affiliation name (or code), a publication number, days-and-months time 
of day, and a message in a sending agency (pin center.large) signature part further (display). 

(23) The procedure which enciphers a display-mode H(M) dispatch former former affiliation name (code), a 
publication number, days-and-months time of day. and a message (plaintext signature) with a private key, and 
creates a binary digital signature. 

(24) Change a binary digital signature into a display-mode digital signature, and fill in a sending agency (pin 
center.large) signature part (display). 

(25) The procedure of putting up display-mode digital office naming correspondence to an electronic bulletin board 
(it being the multiple address to all members). 

(26) The procedure of saving a file. 
Actuation of each member. 

(27) The procedure of receiving correspondence with a display-mode digital signature from a sending agency (pin 
center,large). 

(28) Change a display-mode digital signature into a binary digital signature, and it is a pan. Procedure decoded to a 
plaintext signature with a public key. 

(29) The procedure of checking a plaintext signature and checking H (M) being re-calculated and there being no 
modification in a document 

(30) The procedure which enters display-mode H (M), an affiliation name, a publication number, days-and-months 
time of day, and a message in the digital signature file of self (display), and creates a plaintext signature. 

(31) The procedure which enciphers a plaintext signature with a self private key, makes a binary digital signature, 
and is further changed into a display-mode digital signature. 

(32) The procedure of transmitting the display-mode digital signature of self to a pin center.large. 

(33) The procedure of saving a file. 

Document reception actuation of a document addresser (or pin center, large). 

(34) The procedure of receiving each member's digital signature. 

(35) The procedure of decoding each member's digital signature with each public key, and obtaining a plaintext 
signature. 

(36) The procedure of checking each member's content of a signature. 

(37) The procedure which adds all members' display-mode digital signature enciphered by correspondence. 

(38) The procedure of saving a file. 

(39) The procedure of putting up display-mode digital office naming correspondence of a document addresser (or pin 
center,large) and all members to an electronic bulletin board (multiple address). 

[Claim 8] The electronic-filing-document signature approach and equipment claims 1 or 2 characterized by including 
the means which rewrites the attribute of correspondence and is considered as prohibition in the system by which 
one or more members perform a digital signature to an electronic filing document, 3 or 4, 5 or 6, or given in seven. 
[Claim 9] Electronic-filing-document signature equipment characterized by including-a printing means to print 
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display-mode digital office naming correspondence in a form, in the system by which one or more members perform 
a digital signature to an electronic filing document. 

[Claim 10] Electronic-filing-document signature equipment according to claim 9 which changes a means to input the 
display-mode digital signature of the printed display-mode digital office naming correspondence into memory with a 
scanner etc. in the system by which one or more members perform a digital signature to an electronic filing 
document, and to display on a display, and said display-mode digital signature into a binary digital signature, and is 
characterized by including a decode means to decode to a plaintext signature further. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[O001] 

[Industrial Application] This invention relates to the electronlc-filing-document signature approach and equipment 
for one or more members to perform a digital signature to electronic filing documents, such as a document, a 
drawing, and an image. 
[0002] 

[Description of the Prior Art] the conventional electronic signature — an addresser — in order to attest a principal, 
there is a method of sticking photograph and fingerprint of a document preparation person or a document addresser 
on electronic filing documents, such as a document a drawing, and an image, etc. There is a method of specifying 
the addresser and addressee of a document by preparing each member's file box and next, limiting a user with a 
password. Furthermore, there is a digital signature method using public key encryption, such as RSA. In the so- 
called public key cryptosystem, an encryption key is exhibited and the decode key is made secret. Generally, an 
encryption key and a decode key can be replaced in a public key cryptosystem. Therefore, when using this for the 
signature in an electronic filing document, i.e., a digital signature, the transmitting person is attested by enciphering 
with the decode key of secrecy and decrypting with a open encryption key. Furthermore, in order to prevent 
modification of a document, on the other hand, the tropism function was used, output [ of a certain short fixed 
length ] H (M) was obtained from correspondence (M) as the function value, and the value is enciphered. There is an 
easy method of on the other hand adding correspondence by exclusive OR every 64 bits as a tropism function. 
Digital signature principle drawing is shown in drawing 7 . On the other hand, the document addresser A is a tropism 
function H(M) count means while sending correspondence to Addressee B. It is 100, on the other hand, asks for 
tropism function value H (M), and is an encryption means with a private key (decode key of a public key system). It 
enciphers by 101, considers as a digital signature, and transmits to the communication link place B. B receives 
correspondence (M) and a digital signature and is a decode means with a public key (cryptographic key of a public 
key system) about a digital signature. While decrypting by 102, an addresser is attested by [ which asked from the 
correspondence which received ] on the other hand being in agreement with tropism function value H (M). 
Correspondence can also be made into a cipher in order to perform a still safer communication link. Since only the 
document addresser A owns the private key, A can be specified, and it is guaranteed that there is no modification 
by the content of the electronic filing document by tropism function value H (M) on the other hand. 
[0003] 

[Problem(s) to be Solved by the Invention] however, it mentioned above — with the electronic signature approach 
of the time former, or equipment, there is a trouble, respectively. First, by the approach of sticking photograph and 
fingerprint of a document preparation person or a document addresser, it is easily forged by the electronic copy. 
The security according to a password with the approach of preparing each member's file box and next, limiting a 
^user with a password is not so strong. Furthermore, by the digital signature method using the public key encryption 
proposed now, with correspondence, since a digital signature is sent as another file and moreover does not perform 
encryption/decryption on application, a problem is in a man machine interface. It is made in order that this invention 
may solve this trouble, and in order that one or more members may perform a digital signature to electronic filing 
documents (a document, a drawing, image, etc.), it aims at offering the effective electronic-filing-document 
signature approach and equipment 
[0004] 

[Means for Solving the Problem] First, the vocabulary used first here is defined. A "digital signature" means the 
enciphered general electronic signature. Moreover, "a plaintext signature" is a signature of a plaintext before 
enciphering. A "binary digital signature" is a signature of the binary mode which enciphered the plaintext signature, 
and since a "display-mode digital signature" displays on a screen etc., it changes a binary digital signature into 
display modes, such as an ASCII code. Therefore, the "digital signature" only contains the "binary digital signature" 
and the "display-mode digital signature." Moreover, although an electronic filing document includes correspondence 
and a signature, an electronic filing document and correspondence are used without distinguishing not much. In the 
system by which, as for the electronic-filing-document signature equipment of claim 1 of this application, one or 
more members perform a digital signature to an electronic filing document A general information processing means 
to fill in the signature of a plaintext in said electronic filing document, and an information partial selection means to 
choose the signature of said plaintext. It is characterized by including the encryption means for enciphering said 
selected plaintext signature using a private key, and creating a digital signature, and a decryption means to choose 
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said enciphered digital signature with said information partial selection means, and to decode to a plaintext using a 
public key. 

[0005] The electronic-filing-document signature equipment of claim 2 of this application is characterized by 
including a general information processing means to enter the signature of a plaintext in an electronic filing 
document as said electronic filing document at another file in the system by which one or more members perform a 
digital signature, the encryption means for enciphering said plaintext signature using a private key, and creating a 
digital signature, and a means to append said enciphered digital signature to said electronic filing document The 
electronic signature equipment of claim 3 of this application is characterized by including the binary display mode 
transformation means for displaying a binary digital signature on a display, and the display-mode-binary conversion 
means for changing the digital signature of said display mode into a binary mode in the system by which one or more 
members perform a digital signature to an electronic filing document The electronic-filing-document signature 
equipment of claim 4 of this application is characterized by including a general information processing means to fill in 
that with which one or more members, on the other hand, express tropism function value H (M), an affiliation name, 
or an affiliation name to an electronic filing document as a digital signature in the system which performs a digital 
signature, a publication number, and days-and-months time of day. The electronicHlling-document signature 
equipment of claim 5 of this application is characterized by including a general information processing means by 
which one or more members enter a message in an electronic filing document as a part of plaintext signature in the 
system which performs a digital signature. 

[0006] In the system by which a pin center,large and two or more members constitute a network in the shape of a 
loop formation, and the electronic-filing-document signature approach of claim 6 of this application circulates 
electronic filing documents (a document, a drawing, image, etc.) The memory which builds in a control program, and a 
general information processing means to draw up an electronic filing document, The display which displays an 
electronic filing document and a means to, calculate tropism function value H (M) on the other hand. In the 
electronic-filing-document signature equipment possessing a means to encipher an information part, a means to 
decrypt, a means to transmit a file and to transmit, a file receiving means, and a file preservation means A document 
addresser (or pin center.large) includes following (1) thru/or the procedure of (7) in the case of transmission of a 
document. Each member A document addresser (or pin center.large) is further characterized by including following 
(1 5) thru/or the procedure of (1 9) including following (8) thru/or the procedure of (14) in the case of reception of a 
document 

A document addresser's (or pin center.large) document submission operation. 

(1 ) The procedure which creates correspondence (a document a drawing, image, etc.). 

(2) On the other hand, calculate tropism function value H (M), and it is a sending agency (pin center.large) as a 
display mode. Procedure of writing down the calculated value in a signature part (display). 

(3) Procedure of entering a sending agency affiliation name (or code), a publication number, days-and-months time 
of day, and a message in a sending agency (pin center.large) signature part further (display); 

(4) The procedure which enciphers a display-mode H(M) dispatch former affiliation name (or code), a publication 
number, days-and-months time of day, and a message (plaintext signature) with a private key, and creates a binary 
digital signature. 

(5) The procedure of changing a binary digital signature into a display-mode digital signature, and filling in a sending 
agency (pin center.large) signature part (display). 

(6) The procedure transmitted to the next member. 

(7) The procedure of saving a file. 
[0007] Actuation of each member. 

(8) The procedure of receiving display-mode digital office naming correspondence. 

(9) The procedure which changes a display-mode digital signature into a binary digital signature, and is decoded to a 
plaintext signature with a public key. 

(1 0) The procedure of checking a plaintext signature and checking H (M) being re-calculated and there being no 
modification in a document further. 

(1 1) The procedure which enters H (M), an affiliation name (or code), a publication number, days-and-months time 
of day, and a message in the signature part of self (display), and creates a plaintext signature. 

(1 2) A plaintext signature is enciphered with a self private key. consider as a binary digital signature, change into a 
display-mode digital signature further, and fill in the signature part of self (display). Or procedure to append. 

(13) The procedure transmitted to the next member. 

(1 4) The procedure of saving a file. 

Document reception actuation of a document addresser (or pin center,large). 

(1 5) The procedure of receiving display-mode digital office naming correspondence. 

(1 6) The procedure which changes the display-mode digital signature of a sending agency (pin center,large) and all 
members into a binary digital signature, and is decoded to a plaintext signature with a public key. 

(17) The procedure of checking a plaintext signature of a sending agency (pin center.large) and all members, and 
checking H (M) being re-calculated and there being no modification in a document 

(1 8) The procedure of saving a file. 

(1 9) The procedure of putting up all members' digital office naming correspondence to an electronic bulletin board (it 
being the multiple address to ail members). 

[0008] In the system by which two or more members constitute a network in the shape of a star with a document 
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addresser (or pin centerjarge), and the electronic-filing-document signature approach of claim 7 of this application 
circulates electronic filing documents (a document, a drawing, image, etc.) The memory which builds in a control 
program, and an information processing means to create correspondence, i.e., an electronic filing document In the 
electronic-filing-document signature equipment possessing the display which displays an electronic filing document 
a means to transmit a file and to transmit a file receiving means, and a file preservation means A document 
addresser (or pin center,large) includes following (20) thru/or the procedure of (26) in the case of transmission of a 
document Each member A document addresser (or pin center,large) is further characterized by including following 
(34) thru/or the procedure of (39) including following (27) thru/or the procedure of (33) in the case of reception of a 
document 

Document transmitting actuation of a document addresser (or pin centerjarge). 

(20) The procedure which creates correspondence (a document, a drawing, image, etc.). 

(21) The procedure of asking for tropism function value H (M) on the other hand, considering as a display mode, and 
filling in a sending agency (pin centerjarge) signature part from Correspondence M (display). 

(22) Procedure of entering a sending agency affiliation name (or code), a publication number, days-and-months time 
of day, and a message in a sending agency (pin centerjarge) signature part further (display). 

(23) The procedure which enciphers a display-mode H(M) dispatch former former affiliation name (code), a 
publication number, days-and-months time of day, and a message (plaintext signature) with a private key, and 
creates a binary digital signature. 

[0009] (24) Change a binary digital signature into a display-mode digital signature, and fill in a sending agency (pin 
center.large) signature part (display). 

(25) The procedure of putting up display-mode digital office naming correspondence to an electronic bulletin board 
(it being the multiple address to all members). 

(26) The procedure of saving a file. 
Actuation of each member. 

(27) The procedure of receiving correspondence with a display-mode digital signature from a sending agency (pin 
centerjarge). 

(28) The procedure which changes a display-mode digital signature into a binary digital signature, and is decoded 
with a public key. 

(29) The procedure of checking a plaintext signature and checking H (M) being re-calculated and there being no 
modification in a document. 

(30) The procedure which enters display-mode H (M), an affiliation name, a publication number, days-and-months 
time of day, and a message in the digital signature file of self (display), and creates a plaintext signature. 

(31) The procedure which enciphers a plaintext signature with a self private key, makes a binary digital signature, 
and is further changed into a display-mode digital signature. 

(32) The procedure of transmitting the display-mode digital signature of self to a pin center,large. 

(33) The procedure of saving a file. 

[0010] Document reception actuation of a document addresser (or pin centerjarge). 

(34) The procedure of receiving each member's digital signature. 

(35) The procedure of decoding each member's digital signature with each public key, and obtaining a plaintext 
signature. 

(36) The procedure of checking each member's content of a signature. 

(37) The procedure which adds all members' display-mode digital signature enciphered by correspondence. 

(38) The procedure of saving a file. 

(39) The procedure of putting up display-mode digital office naming correspondence of a document addresser (or pin 
center.large) and all members to an electronic bulletin board (multiple address). 

[0011] The electronic-filing-document signature equipment of claim 8 of this application is characterized by 
including the means which rewrites the attribute of correspondence and is considered as prohibition in the system 
by which one or more members perform a digital signature to an electronic filing document. The electronic-filing- 
document signature equipment of claim 9 of this application is characterized by including a printing means to print 
display-mode digital office naming correspondence in a form in the system by which one or more members perform 
a digital signature to an electronic filing document The electronic-filing-document signature equipment of claim 10 
of this application is characterized by including a decryption means to decode to a plaintext signature further in the 
system by which one or more members perform a digital signature to an electronic filing document by changing a 
means to input the display-mode digital signature of the printed display-mode digital office naming correspondence 
into memory with a scanner etc., and to display on a display, and said display-mode digital signature into a binary 
digital signature. 
[0012] 

[Function] According to the electronic-filing-document signature approach and equipment of this application, as a 
plaintext signature of self, while being calculated from correspondence, tropism function value H (M), an affiliation 
name (code), a publication number, days-and-months time of day, and a message are written in, and it enciphers 
with a private key, and the system by which one or more members perform a digital signature to an electronic filing 
document is filled in as a digital signature. The enciphered binary digital signature is changed into a display-mode 
digital signature. Moreover, all members' digital signature is decrypted with a public key, it checks that tropism 
function value H (M) is re-calculated on the other hand, and there is no modification in a document and an affiliation 
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name, a publication number, days-and^months time of day, and a message are inspected. Moreover, digital office 
naming correspondence is displayed on an electronic bulletin board, and the multiple address Is carried out to all 
members. 
[001 3] 

[Example] the fundamental way of .thinking of this invention is ** as application ****** at an electronic filing 
document as as it is as possible about authentication with the seal of the document on forms, such as a circulation 
document currently performed actually or a charter. This invention is explained in full detail based on the drawing in 
which the example is shown below. Drawing 1 is a block diagram showing the functional configuration of the 
electronic-filing-document signature equipment concerning one example of this invention. Drawing 2 is a flow chart 
which shows actuation of this electronic-filing-document signature equipment when constituting a loop-formation- 
like network, and drawing 3 is the correspondence and example of a digital signature. Drawing 4 is a flow chart which 
shows actuation of this electronic-filing-document signature equipment when constituting a star-like network, and 
drawing 5 is the correspondence and example of a digital signature. 

[0014] Drawing 1 is a block diagram showing the functional configuration of the electronic-filing-document signature 
equipment with which one or more members provide electronic filing documents (a document, a drawing, image, etc.) 
with an effective digital signature in the system which performs a digital signature. First, control section 1 consists 
of a microprocessor and is memory. Data processing later mentioned with the control program currently written in 3 
is performed. It explains supposing the virtual block diagram which has this processing facility below. General 
information processing means 4 draws up an electronic filing document and is a display about it. It displays on 2. 
Subsequently, on the other hand, it is a tropism function H(M) count means. On the other hand, 5 calculates tropism 
function value H (M) from correspondence (M). General information processing means 4 writes in H (M), an affiliation 
name, a publication number, days-and-months time of day, and a message as a signature of a plaintext. Next, it is an 
information partial selection means in order to create a digital signature. A plaintext is chosen by 6 and it is an 
encryption means. By 7, H (M), an affiliation name, a publication number, days-and-months time of day, and a 
message are enciphered using private keys (decode key of a public key system etc.). And binary display-mode 
conversion means By 9, the digital signature as which the binary mode was enciphered is changed into a display- 
mode digital signature, and it checks on displays, such as a screen. A means to file-transmit and to transmit next A 
file is transmitted and transmitted by 13 and it is a file preservation means. A file is saved by 15. File receiving 
means When an electronic filing document is received by 14, it is a screen-display mode-binary conversion means. 
By 10, a display-mode digital signature is changed into a binary digital signature, a digital signature is decoded with a 
public key (a public key system cryptographic key) with the decryption means 8, H (M) is re-calculated, and the 
content of a signature is checked. A means to notify an electronic bulletin board in the pin center.large 
Correspondence and all members* digital signature are put up for an electronic bulletin board by 12 (multiple 
address). Digital signature appending means 1 1 appends a digital signature to correspondence. In addition, in case a 
plaintext signature is created, in order to carry out a screen display, on the other hand, it is a binary display-mode 
conversion means about tropism function value H (M). It changes into a display mode by 9. Since explanation 
becomes complicated, below, this processing about H (M) is omitted. 

[001 5] In case invention described below is carried out, only a required thing is used among the functional means of 
drawing 1. Moreover, in the following explanation and a drawing, "the display' is only used in the same semantics 
with a "screen display", and "a display for various display means including a screen" is meant. It sets to the system 
by which one or more members perform a digital signature to an electronic filing document, and the electronic- 
filing-document signature equipment of claim 1 of this application is a general information processing means. By 4, a 
plaintext signature is filled in in an electronic filing document and it is an information partial selection means. A 
plaintext signature is chosen by 6. A private key is used for the selected plaintext signature, and it is an encryption 
means. It enciphers by 7 and a digital signature is created. The enciphered digital signature is an information partial 
selection means. It is chosen by 6, a public key is used and it is a decryption means. 8 decodes at a plaintext 
signature. For the electronic-filing-document signature equipment of claim 2 of this application, it sets to the 
system by which one or more members perform a digital signature to an electronic filing document, and an 
electronic filing document is a general information processing means to another file. A plaintext signature is filled in 
by 4, a private key is used for the plaintext signature, and it is an encryption means. It enciphers by 7 and a digital 
signature is created. The enciphered digital signature is a digital signature appending means. It is 11 and is appended 
to an electronic filing document 

[0016] It sets to the system by which one or more members perform a digital signature to an electronic filing 
document, and the electronic signature equipment of claim 3 of this application is a binary display-mode conversion 
means about a binary digital signature; By 9, in order to display on displays, such as a screen, it changes into a 
display-mode digital signature. Moreover, display-mode-binary conversion means 10 changes a display-mode digital 
signature into a binary digital signature. It sets to the system by which one or more members perform a digital 
signature to an electronic filing document and the electronic-filing-document signature equipment of claim 4 of this 
application is a general information processing means. 4 fills in what, on the other hand, expresses trppism function 
value H (M), an affiliation name, or an affiliation name as a digital signature, a publication number, and days-and- 
months time of day. It sets to the system by which one or more members perform a digital signature to an 
electronic filing document and the electronic-filing-document signature equipment of claim 5 of this application is a 
general information processing means. 4 fills in a message as a part of plaintext signature. 

[0017] Next a more concrete example is shown. Now, theoretically, although there are various things in a network 



JP,06-095591,A [DETAILED DESCRIPTION] 



5/6 



configuration, as shown in the example of logical construction of drawing 6 network, it is divided into (a) loop- 
formation-like network configuration and (b) star-like network configuration. Below, the example of the electronic- 
filing-document signature equipment of drawing 1 in each network of operation is explained based on drawing 2, 
drawing 3, drawing 4, and drawing 5. In addition, N1, N2, and ... show procedure (step) during explanation of the flow 
chart shown in drawing 2 and drawing 4. The example of the electronic-filing-document signature approach of claim 
6 of this application is explained in full detail. As shown in drawing 6 (a), a pin center.large and two or more members 
constitute a network in the shape of a loop formation, and describe the actuation in the system which circulates 
electronic filing documents (a document, a drawing, image, etc.) using drawing 2 and drawing 3. Although dispatch of 
a member to a document is possible, suppose that the document was now sent from the pin center.large. 
[0018] Document transmitting actuation of a pin centerjarge is as follows according to drawing 2 (a). It is a general 
information processing means at N1. Correspondence (a document, a drawing, image, etc.) is created by 4, and, on 
the other hand, it is a tropism function H(M) count means at N2. On the other hand, tropism function value H (M) is 
calculated by 5, and it is a binary display-mode conversion means. By 9, it is made a display mode and the 
calculated value is written down in a sending agency (pin center.large) signature part (display). It is a general 
information processing means at N3. By 4, a sending agency affiliation name (code), a publication number, days-and- 
months time of day, and a message are filled in (display). It is an encryption means with a private key at N4 about a 
display-mode H(M) dispatch former affiliation name (code), a publication number, days-and-months time of day, and 
a message (plaintext signature). It enciphers by 7 and a binary digital signature is created. It is a binary display-mode 
conversion means at N5. By 9, a binary digital signature is changed into a display-mode digital signature, and a 
sending agency (pin center,Iarge) signature part is filled in (display). And they are file transmission and a transfer 
means at N6. By 1 3, it transmits to the next member. It is a file preservation means at N7. A file is saved by 1 5. 
[0019] Next actuation of each member becomes as it is shown in drawing 2 (b). It is a file receiving means at N8. 14 
receives screen-display mode digital office naming correspondence. It is a display-mode-binary conversion means at 
N9. Screen-display mode digital is changed into a binary digital signature by 10, and it is a decryption means. By 8, a 
binary digital signature is decoded with a public key (a public key system cryptographic key). A plaintext signature is 
checked by N10 and, on the other hand, it is a tropism function H(M) count means. H (M) is re-calculated by 5 and it 
checks that there is no modification in a document It is a general information processing means at N1 1. By 4, H (M), 
an affiliation name (code), a publication number, days-and-months time of day, and a message are entered in the 
signature part of self (display), and a plaintext signature is created. Furthermore, it is an encryption means at N12. 
By 7, a plaintext signature is enciphered with private keys (decode key of a public key system etc.), and the binary 
digital signature of self is created. And binary display-mode conversion means It changes into a screen-display 
digital signature by 9, and they are entry (display) or a digital signature appending means to the signature part of 
self. A digital signature is appended to an electronic filing document by 1 1 . A means to file-transmit and to transmit 
by N13 by 13, it transmits to the next member It is a file preservation means at N14. A file is saved by 15. 
[0020] Document reception actuation of a pin center,large becomes as it is shown in drawing 2 (c). It is a file 
receiving means at N15. 14 receives correspondence. It is a display-mode-binary conversion means at N16 about 
the display-mode digital signature of a sending agency (pin center,large) and all members. It changes into a binary 
digital signature by 10, and is a decryption means. By 8, the signature of self [ the public key (a public key system 
cryptographic key) of a sending agency (pin center,large) ] is decoded to a plaintext signature. A plaintext signature 
of a sending agency (pin center.large) and all members is checked by N1 7, and, on the other hand, it is a tropism 
function H(M) count means. By 5, H (M) is re-calculated and it checks that there is no modification in a document It 
is a file preservation means at N18. A file is saved by 15. A means to put up the display-mode digital office naming 
correspondence of a pin center.large and all members for an electronic bulletin board if required of N19 An 
electronic bulletin board is notified by 1 1, or the multiple address is carried out to all members. 
[0021] An example of the correspondence created by this electronic-filing-document signature equipment when 
constituting a loop-formation-like network and a digital signature is shown in drawing 3. Correspondence with a 
plaintext signature It is correspondence in 20, 21 and the digital signature column 22 is prepared. A pin center.large 
and a member enter a plaintext signature in the signature column. Since a pause notation which is different to each 
member's signature column, respectively as shown in drawing is used, by it, a signature part is chosen and a partial 
code and partial decode are performed by each cryptographic key. Instead of a pause notation, the signature column 
may be expressed with a coordinate or a variable, and the partial code of the signature column may be carried out 
based on it Display-mode digital office naming correspondence 30 is correspondence. 31 and display-mode digital 
signature It consists of 32. In addition, signers who should circulate, such as a person and a contractor, are entered 
in correspondence, or the signature column is prepared. The example of the electronic-filing-document signature 
approach of claim 7 of this application is explained in full detail. As shown in drawing 6 (b), a pin center.large and two 
or more members constitute a network in the shape of a star, and describe the actuation in the system which 
circulates electronic filing documents (a document, a drawing, image, etc.) using drawing 4 and drawing 5. a pin 
centerjarge — a document — an electronic bulletin board — a bulletin — or the multiple address is carried out and 
each member transmits only a digital signature to a pin center.large. In addition, since the relation with the functional 
block diagram of drawing 1 is the same as that of the case of a loop-formation-like network, it omits in the following 
explanation. 

[0022] First, document transmitting actuation of a pin center.large is as follows according to drawing 4 (a). 
Correspondence (a document a drawing, image, etc.) is created by N20. On the other hand, tropism function value H 
(M) is calculated by N21, it considers as screen-display mode, and the calculated value is. written down in a sending 
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agency (pin center.large) signature part (display). A sending agency affiliation name (code), a publication number, 
days-and-months time of day, and a message are entered in a sending agency (pin center.large) signature part by 
N22 (display). By N23, a screen-display mode H(M) dispatch former affiliation name (code), a publication number, 
days-and-months time of day, and a message (plaintext signature) are enciphered with a private key, and a binary 
digital signature is created. A binary digital signature is changed into a screen-display mode digital signature by N24, 
and a sending agency (pin center.large) signature part is filled in (display). By N25, the multiple address of the 
screen-display mode digital office naming correspondence is carried out to an electronic bulletin board to a bulletin 
or all members. (If required, an access privilege will be assigned to a member.) A file is saved by N26. 
[0023] Actuation of each member becomes as it is shown in drawing 4 (b). Display-mode digital office naming 
correspondence reception is carried out from a sending agency (pin centerjarge) by N27, a display-mode digital 
signature is changed into a binary digital signature by N28, and it decodes to a plaintext signature with a public key. 
N29 A plaintext signature is checked and it checks that H (M) is re-calculated and there is no modification in a 
document. Display-mode H (M), an affiliation name (code), a publication number, days-and-months time of day, and 
a message are entered in the digital signature file of self [ N30 ], and a plaintext signature is created. By N31, a 
plaintext signature is enciphered with a self private key, and it considers as a biliary digital signature, and changes 
into a display-mode digital signature further. The display-mode digital signature of self [ N32 ] is transmitted to a pin 
center.large. A file is saved by N33. Document reception actuation of a pin center.large becomes as it is shown in 
drawing 4 (c). Each member's display-mode digital signature is received by N34. Each member's display-mode digital 
signature is changed into a binary digital signature by N35. further, it decodes with each public key and a plaintext 
signature is obtained. The content of the signature of each member is checked by N36. All members' display-mode 
digital signature enciphered by correspondence by N37 is added. A file is saved by N38. If required of N39. display- 
mode digital office naming correspondence of a pin center.large and all members will be put up for an electronic 
bulletin board (it is the multiple address to all members). 

[0024] An example of the correspondence created by this electronic-filing-document signature equipment when 
constituting a loop -formation-like network and a digital signature is shown in drawing 5. Display-mode digital office 
naming correspondence 50 is put up for an electronic bulletin board (multiple address). Correspondence 51 and the 
display-mode digital signature column It consists of 52. Each member is the display-mode digital signature of self. 53 
and 54 are sent to a pin center.large. In the pin center.large, all members' display-mode digital signature is added to 
the original electronic filing document, and an electronic bulletin board is notified again (multiple address). In 
addition, invention of claim 8 is the electronic-filing-document signature approach and equipment which rewrite the 
attribute of correspondence, consider as prohibition and make the content of the digital signature an affiliation name 
(code), a publication number, days-and-months time of day, and a message not using tropism function value H (M) 
on the other hand. Since it can carry out easily from the above-mentioned explanation, this invention is omitted for 
details. Moreover, invention of claim 9 is the electronic-ftling-document signature approach and equipment which 
print correspondence and a display-mode digital signature in a form, call in a part for delivery and the cryptopart on 
memory and a display with a manual entry, a scanner, etc., and decode it with a decode means to preservation or 
the others. The digital signature on a form can be treated like the usual seal. Since this can also be easily carried 
out from the above-mentioned explanation, it omits for details. In addition, the part which is not displayed is made 
when [ that ] a binary digital signature may be displayed on a display. Moreover, conversion of a line feed code etc. 
needs to be processed for turbulence of a screen. Moreover, like [ in invention of claim 7 ], the approach of 
changing into a binary digital signature is also effective at the time of transmission without a member's sending a 
display-mode digital signature to a pin center.large. It does not pass over the example of this invention stated above 
to a mere example, and it does not limit this invention. Various variations occur and they also belong to this 
invention. 
[0025] 

[Effect of theTnvention] As explained above, as for the electronic-filing-document signature approach and 
equipment of this invention, it is possible for one or more members to choose a signature part as an electronic filing 
document, and to make a digital signature it like seal, using the cryptographic key of secrecy. And the digital 
signature system excellent in the man machine interface is realizable using a display-mode digital signature. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the functional configuration of the electronic-filing-document signature 
equipment concerning one example of this invention. 

[Drawing 2] It is the flow chart which shows actuation of this electronic-filing-document signature equipment when 
constituting a loop-formation-like network. For the document dispatch flow chart of pin centerjarge equipment, and 
(b), the flow chart of member equipment and (c) are [ (a) ] the document receiving flow chart of pin centerjarge 
equipment 

[Drawing 3] The correspondence and the digital signature which are created by this electronic-filing-document 
signature equipment when constituting a loop-formation-like network. 

[Drawing 4] It is the flow chart which shows actuation of this electronic-filing-document signature equipment when 
constituting a star-like network. For the document dispatch flow chart of pin centerjarge equipment, and (b), the 
flow chart of member equipment and (c) are [ (a) ] the document receiving flow chart of pin centerjarge equipment. 
[Drawing 5] It is the correspondence and the digital signature which are created by this electronicHlIing-document 
signature equipment when constituting a star-like network. 

[Drawing 6] It is a network example of logical construction, (a) is loop-formation-like network configuration and (b) is 

star-like network configuration. 

[Drawing 7] It is digital signature principle drawing. 

[Description of Notations] 

1 Control Section 

2 Display 

3 Memory 

4 General Information Processing Means 

5 On the Other Hand, it is Tropism Function H(M) Count Means. 

6 Information Partial Selection Means 

7 Encryption Means 

8 Decryption Means 

9 Binary Display-Mode Conversion Means 

10 Display-Mode-Binary Conversion Means 

1 1 Digital Signature Appending Means 

12 Electronic Bulletin Board (Multiple Address) Means 

13 File Transmission / Transfer Means 

14 File Receiving Means 

15 File Preservation Means 

20 Correspondence with Plaintext Signature 

21 Correspondence 

22 Plaintext Signature 

30 Display-Mode Digital Office Naming Correspondence 

31 Correspondence 

32 Display-Mode Digital Signature 

50 Display-Mode Digital Office Naming Correspondence 

51 Correspondence 

52 Display-Mode Digital Signature 

53 Display-Mode Digital Signature 

54 Display-Mode Digital Signature 

100 On the Other Hand, it is Tropism Function H(M) Count Means. 

101 Encryption Means 

102 Decryption Means 
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